Citrix ICA Client Configuration for Windows
Client Installation

1 Download Citrix Online Plug-in-Web Version 12.3 client from GSA’s Citrix downloads
page, go to https://gsa-apps.gsa.gov/downloads
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Citrix Online plug-in Windows 2000/ XP / Vista/ 7 12.3 16.6 MB ‘@

Installation Instructions

Users with GSA-issued equipment should use the DSM software catalog or call the helpdesk for installing the client

Te install this client you must have admin rights for yeur machine

Before installing this client you must uninstall any currently installed Citrix client from the control panel.

Download this client to a temp folder and double click the file_

Mo user interaction is required for the installation

You must reboot to complete the installation.

Note: For Windows & - Please do not add any sites name when it prompts. Just skip it and conti with the installati

If you have a certificate error while accessing the GSA Map page, please save the following zipped file on your computer. Please unzip the file and install the Certificates on
| your computer.

Download Entrust Certificate and Unzip them

2. Click the Download Arrow and save the file to your desktop.

3. Double click on the file you just saved (CitrixOnlinePluginWeb.exe) to start the install
process. If you get prompted with a security warning click yes to install the program.




4. When install is complete you will see the below dialog box

Citrix online plug-in i —

% Installation completed successfully.

5. Modify your Internet Trusted Sites to include Https://*.gsa.gov

a. Select Internet Options.
b. Select the Security Tab.
c. Click on Trusted Sites.
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Input https://*.gsa.gov in the dialog box and Click the Add button
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Select a zone to view or change security settings.
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6. Verify other important internet options are set correctly as shown below.
a. Select Internet Options.
b. Select the Advanced Tab.
c. Scroll to the Bottom of the page till you see Security.
d. Ensure “Use TLS 1.0, 1.1 and 1.2" is checked and click the Apply button if needed.

| General | Security | Privacy | Content | Connections | Programs | Advanced l

Settings

[] Do not save encrypted pages to disk -
[] Empty Temporary Internet Files folder when browser is de
| Enable DOM Storage
Enable Integrated Windows Authentication™
Enable memary protection to help mitinate online attacks™
Enable native XMLHTTP support
Enable SmartScreen Filter
[ usessL 2.0
Use 55L 3.0
Use TLS 1.0
Use TLS 1.1
Use TLS 1.2
Warn about certificate address mismatch™
I [ warn if changing between secure and nlut secure mode
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*Takes effect after you restart Internet Explarer
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[ Restore advanced settings J

Reset Internet Explorer settings
Resets Internet Explorer's settings to their default R
condition,

You should only use this if your browser is in an unusable state.
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7. The Citrix Client is now installed and your Internet Explorer settings are configured for
accessing GSA'’s Citrix resources (Https://gsa-apps.gsa.gov)




